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G02-4G Series Routers

Go02-4G Routers are high spec industrial routers specifically designed for IOT/M2M
applications, the Go2-4G runs on a purpose-built operating system based in OpenWRT.
These are a small and ruggedised mobile routers capable of high-speed connections to
mobile networks. The routers are ideal for integrating into machines or electrical/equipment
cabinets. This allows you to connect to your external networks and remotely access and
monitor your machines. Commonly used application are for: CCTV, BMS, EV Charging,
Digital Signage, Wind and Solar power etc.

The main types of Go2-4G are categorized by the type of modem the router uses, and
therefore the generation of mobile technology they can connect to. The hardware section
(Chapter 2) of this manual is specific to Go2-4G routers with 4G and 3G modems. Chapter 3
(about the web interface) is applicable to 3G, 4G and the new 5G model also.

Go02-4G Routers are available in 3G, 4G LTE Cat4 and 4G LTE-A Cat6 versions. The
G02-4G 5G model is also now available, whilst there are differences in the hardware,
the main functions and web interface are very similar for this model.

All routers are backwards compatible with previous generations of mobile technology. (i.e.
G02-4G 4G is 3G and 2G capable.)

Fixed or Private IP SIMS

If you also require a SIM which allows remote connection to your Go2-4G, feel free to contact
us at sales@go2sim.com for more information on Fixed Public IP address SIM cards and
SIMs with private IPs and secure VPN connections.
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Chapter 1

1 Preparation before configuration

1.1 Features and model types

Main features for all models:

SMS to control router online/offline, reboot, status, 10 alarm, WiFi state.
Automatic fallback to 3G / 2G.

Small, Ruggedised construction. Easy integration into machines and cabinets.
Mobile and WiFi antenna diversity.

Supports port forwarding.

Supports ping reboot function to reduce engineer site visits.

WiFi for remote hotspot and mobile applications

RS232 Serial Server via terminal block.

Ethernet ports: 1x 100M LAN + 1x 100M LAN/WAN

AN N N NN

Go02-4G Router type Installed mobile module theoretical max values
4G Cat6 LTE-A up to 300 Mbps Down, 50Mbps Up

4G Cat4 LTE up to 150Mbps Down, 50Mbps Up

3G HSPA+ Downlink 21 Mbps / Uplink 5.76 Mbps

Please note — For any mobile technology (3G, 4G or 5G) Theoretical max rates are industry
standardised and will only be replicated in laboratory test settings. Real world speeds of any
mobile phone or router in strong high-quality signal will be roughly 20-30% of the max theoretical
values.

1.2 Using the correct SIM card for your router

Go2Sim routers are all ‘unlocked’ meaning any network SIM is compatible. You have free
choice of any available network.

Take care to also install the correct type of SIM card to suit your Go2-4G router. There
are multiple versions of the Go2-4G router (3G / 4G / 5G). Each is backwards compatible
with older mobile technologies (i.e. 4G router is capable of connecting to 3G and 2G).
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However, if a 3G only capable SIM is installed into the Go2-4G Router, the SIM does not
allow a 4G connection. This applies to any mobile router.

If you need to remotely connect to your Go2-4G, it may need a publicly routable IP address,
the most straight-forward method is using a Fixed Public IP SIM. Please
contact us techsupport@go2sim.com for help with these SIMs.

1.3 Signal strength and antennas

Make sure the signal is good enough where you test or install the router for your application.
Weak signal will affect the router’s performance. If there is poor signal reaching the router
inside, you may require an external antenna, feel free to contract us
techsupport@go2sim for antenna options

If you find your signal strength is poor in the area both inside and outside, you will want to try
a different mobile network.

When using an external antenna, keep in mind there is significant signal loss down
the length of coaxial cable from antenna to modem. Therefore it is recommended to use 5m
max of cable if possible. If possible it is always better to move the router closer to the
external antenna, and run a shorter coaxial but longer ethernet data cable.
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Chapter 2

2 Hardware specifications and installation

This chapter describes the appearance and specifications of the hardware, including accessories
and basic installation instructions.

2.1 Overall Dimension, top and side panels
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2.2 Router ports

Call 2
r-"-- |- o
RST

LaM WaN

SIM: SIM/UIM card port.

LAN: LAN RJ45 Ethernet ports.

WAN: WAN RJ45 Ethernet ports.

RST: SYS reset button. (Factory reset options are found at Section 3.3.6 Reset)
PWR: DC power socket. DC7~30V (standard).

Terminal Block

VCC: DC wire positive pole. DC7~30V, - DC5~50V option is available for special order.
GND: DC wire ground
GND: Serial ground
RX: serial receiving
TX: serial transmission
RST: reset router
DIOO: digit I1/0O port 0
DIO1: digit I/0O port 1
DIO2: digit I/0 port 2
DIO3: digit I/0O port 3

2.3 SIM card installation

The Go02-4G is compatible with SIM Size 2FF (standard SIM). It is possible to use Nano
and Micro SIMs inserted into converter caddies.

SIM size examples
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Standard Micro Mano

u:[ .
[l — 9

To install the SIM card:

1) Remove SIM cover panel on rear of router by removing the two screws.

2) Slide and lift the SIM holder, Insert SIM into holder and press and slide to lock SIM into
place.

3) Fix the protector back into place and replace back the two screws.

Please Note
Please take care to ensure the SIM is inserted correctly. If the SIM is out of position when
the SIM holder is slid back to position, the system will not detect the SIM card.

2.4 Antenna installation

Antenna Connection Table

Antenna Connector Connector Type | Marks

Cell SMA Female For main cell antenna.
Aux / Cell Aux SMA Female For auxiliary cell antenna.
WiFi / WLAN / WiFi Aux SMA Female For WiFi antenna

GPS (Non-standard, SMA Female For GPS antenna
Optional extra)

The Go02-4G has 2x Mobile Cell antenna connectors and 2x WiFi antenna connectors.
The connectors on the router are SMA female.
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As standard the Go2-4G comes with 4x stick antennas and 4x magnetically mountable
antennas. These have SMA male connectors.

To install the antennas, place antenna connector on the router’s connector and turn clockwise
until tight. To remove antenna, turn anti-clockwise.

Please note
The mag-mount antennas will only function correctly when the base it placed on a flat metal
surface at least 30cm x 30cm in size.

The 4G modem requires 2x antennas connected on Cell1 and Cell2 to allow max functionality
and to pick up the strongest signal possible. Although some applications (usually running at
lower data speeds) may function well with one antenna.

2.5 Installation of terminal block

As standard the Go2-4G router comes with a terminal block, this will be pre-installed
already connected to the body of the router and does not need to be altered.

This enables the use of pluggable terminals, these can be used to give power to the unit,
and to connect and transfer data also.

Terminal block specifications Units
Spacing 3.81mm
Number of Pins 10
Suggested Wire gauge 14~24AWG

To install wires into the terminal block, make sure the router is not connected to power,
and remover remove terminal block from router. Remove the terminal block by gently
pulling unit out of the router.

Use a small flat-headed screwdriver to open and close the individual terminals. Open by
turning screwhead anti-clockwise, insert wire, then secure by turning screwhead
clockwise.
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Please note

1. Take care to connect the power cable correctly. We suggest you double check
before switching it on. Incorrect wiring can damage the equipment.

2. Power terminals: Pin 1 and Pin 2

3. Here: Pin 2is “GND”, PIN 1 is power input “VCC” (DC7~30V).

PIN Signal Description Note
1 VCC +7-30V DC Input | Current: 12V/1A
2 GND Ground
3 TX Transmit Data
4 RX Receive Data
5 PGND Ground
Reset Pin has the same function
as the reset button at top of device..
To reset with pin, short both
6 RST Reset RST and GND terminals for
3 Seconds. This will restore the
Router to factory default settings.
This usually takes 2-4 minutes.
General Purpose
7 DIOO 10
General Purpose
8 DIO1 10
9 NC/DIO2 Not connect Reserved for DIO2
10 NC/DIO3 Not connect Reserved for DIO3

Note: When powering the router via the terminal block, the power cable should be wired with the




correct voltage polarity. Wrong wiring may damage the router. Pin 1 and Pin 2 are reserved for power,
where Pin 2 is “GND” and PIN 1 is power input “Vin” (DC5~40V).

2.6 Grounding

To ensure a safe, stable, and reliable operation, the Go2-4G router should be
grounded properly. If installed in a cabinet, the cabinet should be properly grounded
also.

2.7 Power Supply

There are two options for powering the Go2-4G router:

1) The DC barrel connector into PWR.
2) Via a bare wore-connector into the terminal block.

In most cases, the standard power configuration is 12V/1A, one of these power supplies
with a barrel connector is shipped with the router.

2.8 LED lights and Checking Network Status

LED Light order

CELLULAR

SIGNAL
VPN

Normal system lights on set-up

When the router is first powered on, the following light sequence is a good indication that the
modem is set-up normally. WAN & LAN will come ON briefly then go OFF. The LAN will come
ON and flicker with traffic, the SYS led will come ON for approx. 25 seconds, then will start to
flash and the Wi-Fi LED will come on.
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When the router is reset, this sequence above is also a good indication that the modem has
reset correctly as the Wi-Fi is enabled by default. (For how to factory reset go to section

3.3.6)

If a SIM card is inserted, and the antennas are receiving signal, the signal light will flash blue.
Once the correct APN settings of the SIM are entered into the router, an internet connection
will be established and the cell light will stop flashing and be solidly on.

If the router is receiving mobile signal, the signal light will flash blue. The faster the flash, the
stronger the signal. (see table below for details). More details of signal strength is found in the
web GUI. Status > Network.

- If LAN cable is connected and transmitting data, it will be flashing.

- If WiFi is enabled, the WiFi light will be solid on, and flickering if transmitting.

- If VPN tunnel is not connected, light is off. If VPN tunnel is connected, light is solid.

- If all lights are solid on and unchanging, most likely there is a system error. Try to factory
reset the router.

LED Colour Indication Light Description
Solid on for 25 seconds On for 25 seconds after power supply
SYS Green  Flashing System set-up normally
Off, or solid on after 25 seconds System set-up failure
Flashing Data transmission in Ethernet
LAN Green  Off No LAN cable connected, or error.
Solid on Ethernet is connected
) IPSec VPN tunnel is set-up and
Green  Solid on
connected
VPN .
Off IPsec VPN tunnel set-up failure or
inactivated
Orange Flashing Not connected to internet.
CELL
Solid on Internet access established.
Green  Solid on Enable
WiFi
Off Disable
Flashing Transmitting data
WAN Green  Off No WAN cable connected, or error.
Solid on Ethernet is connected
No signal, or signal checking system
Signal Off ¢ . S

not ready
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Blue Flashing (2 seconds on, and 2 seconds off) Signal bar is 1 (Low)

Flashing (1 seconds on, and 1 seconds off) Signal bar is 2 (Medium)

Flashing (0.5 seconds on, and 0.5 seconds

off)

Chapter 3

3 Software configuration

Signal bar is 3 (High)

1. Overview
2. How to log into the Router
3. How to config web

3.1 Overview

The Go02-4G routers have a built-in web Graphical User Interface (GUI) which allows
configuration and management of the router. The web interface also has debugging tools,
system logs and allows updates to the system. The Go02-4G is based in OpenWRT.
project for embedded operating systems based on Linux.)

3.2 How to log into the Router

ONCE YOU HAVE LOGGED INTO THE ROUTER, IMMEDIATELY CHANGE YOUR PASSWORD
FROM THE DEAFUALT PASSWORD TO SOMETHING SECURE AND MEMORABLE.

To access the web interface of the router, connect an ethernet cable from the LAN port of the
G02-4G into your PC or Laptop.

The factory default settings of the Go2-4G will have DHCP running on it's LAN port. Therefore, if=
the PC/Laptop’s network adapter is set to obtain an IP address automatically, communication with
the router will be possible and you can reach the web interface.

Normally the network adapter on a Windows 10 machine will be set to obtain an IP address
automatically. This means when the router and PC/laptop are connected with an ethernet cable, the
router’s web interface can be accessed straight away through a web browser (e.g. Chrome, |IE, Edge,
Firefox etc.) by inputting the router’s default IP address 192.168.8.1 into the address bar.
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3.2.1 Network Configuration of the Computer.
The router default IP parameters are as follows.
Default IP: 192.168.8.1, sub mask: 255.255.255.0.
There are two methods to set the PC’s IP address. For both, in Windows 10 go to:
Control Panel > Network and Sharing Centre.

Network and Sharing Centre

&5 Control Paneluall Control Paned ey Mateork and Shienng Centre

[}

4 == v AliCen.. & Bletwork and Shanng Centre w B gt

. View vour basic network information and St up onnecins
Lontral Panel Home

Wimw woul Birg AEhaoris
Change sdapher settings

Change sdvariced shanng Cell AP DOBCTEE Access type Enternet
seitings Prrvate netaark Connechons: § Ethemstf
Bedia sireamming opbong

Change your nebworking wethings

t‘ St up 8 e fErreclithn o nelepdl
il

Set up & brosdband, dial-up ar VWM connection, ot se up 8 router af access pont.

Find the router connection (usually called Cell_AP_XXXXXX), click onto the blue connections
button (below ‘Ethernet 6’) This will open (in the picture here ‘Ethernet 6 Status’). >Press
Properties button.

*Connection* Status > Press Properties button.
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¥ Ethemet f Status *
Gerar sl
Connechon
1P a Connechivity: Iniemmet
1Pw Connectnby; Mo mebwork access
Mebeclih State: Enabled
Cuiration: D618
Soeed: 1000 Mbos
Arkiby

*Connection* Properties > double click Internet Protocol Version 4.
4 Ethernet 6 Properties =
Networking  Sharing
Comect ugng:
¥ Resliek USB GHE Family Cortrolier 42

| albor lor Momoast Networks

| ¥ T3 e and Prrter Shanng for Mcrosaft Networa

| o EBvitualBox NDISE Bridged Networking Diiver

| ¥ " Nocap Packet Daver (NPCAP)

| ¥ TR0aS Packet Scheduler

| W 4 intemet Protoced Version 4 (TCP/1Pwd)

| [T 4 Wecrosoh Metwork Adapter Mubiplexer Protocal w
£ >

*Connection* Internet Protocol V4 Properties

Two methods for setting the PC’s IP address:
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Method 1 — Automatically set IP
The settings below will obtain the IP address for the PC/Laptop automatically. When the router

in it’s factory default settings, it's DHCP server will give out an IP address and it will be reachable
with the below settings.
Intermet Protocel Version 4 {TCP/IR) Properties 4

General  Alternative Configuration

Yiou can get 1P ssttnags sooghed autoemabealy if your nenvork supports
this capabdty. Otherwise, you need th a3k our network admrestralor
for the: aporopriate 1P settings.

o) Obtain &n [P address srtomatcally
(ChUse the falowing 1P sddress:

i) Dbitain DHS server address automabcaly
i} Usa the following DNS server addresses:

Method 2 - Manually set IP
Set the PC IP as 192.168.8.xxx (xxx = 2~254), subnet mask: 255.255.255.0, default gateway:

192.168.8.1, primary DNS: 192.168.8.1.



GO2SIM'

| Internet Protoced Version 4 (TOR/1Pwd) Properties A
General
Yol can get IF satngs sssgned automabeady o yolr nebwodi supports
i thes capabity. Ofheerwise, you nesd to ask your network sdmresirator
for the sporopriate 1P settngs.
i_¥Cibtain an [P addréss automabicaly
() Use the following 1P address:
1P address: [192.188, & . 2 |
Subnet mask: | 2s5.25%.255. 0 |
e — i, 5 1]
Cetan DES serinsy hoores aboeris By
() Use the Following DNS server addresses:
Prefermed ONS sarver: i_i__l?l- 156 , 8 . 1 |
sfternatve DMS server: | s Wow |
[[] valdate setings upon st P —

Using either Method 1 or Method 2, you will now be connected to the router via IPv4 and you
can access the web interface and log into the router.

3.2.2 Log into Router
3.2.3
- Open the Web Browser (Chrome, |IE, Edge, Firefox, etc).
- Please note it is best to access the router from a browser in ‘private browsing /
incognito mode’.
- Type the IP address 192.168.8.1 into the address field and press Enter.
- Type default Username/Password - admin/admin, then press the Login button.

Authorization Required

Ly P

B L & Herw
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- You will now have access to the web interface and will initially land on the setup wizard.
- You should immediately change the password of the router to something secure and
memorable.

3.3 System Configuration

3.3.2 Setup wizard

On first login to the router, the Setup Wizard will be the landing page. It is not necessary to use
the wizard, the settings can be changed by clicking into the tabs at the side of the page.
However, if you run through the wizard or not:

REMEMBER - IMMEDIATELY CHANGE YOUR PASSWORD FROM THE DEFAULT TO
SOMETHING SECURE AND MEMORABLE. Especially if using a Fixed Public IP SIM card, as
your router will be accessible on the internet.

Setup Wizard - Step 1 - General

- Prompt to change password, this is the most important task once you log in to a new router.
Enter new password, and confirm again new password.

- Choose time zone

- Choose Hostname (you do not need to change from default).

- Choose language.

When ready, press ‘Save and Next’. (Settings are applied immediately).
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Setup Wizard - Step 2 — Mobile (APN SETTINGS)

This is where the APN settings of the SIM are entered into the router. If using a standard SIM
card (CGNAT dynamic IP), the router may auto-detect the SIM network and use a standard
APN. In this case you will notice it is not necessary to manually enter the APN settings of the
SIM into the router to get an internet connection. However, it is advised to always configure
the SIM’s correct APN settings manually, especially if using a fixed public IP SIM. If the router
auto-detects an APN for a public IP SIM, the router will have an internet connection, but it
may not have the SIM’s associated fixed public IP address.

Please note — if you don’t have the SIM’s APN settings, these can be obtained from
your SIM network or SIM provider.

Once these APN settings are saved; if the router has a SIM installed which matches the APN,
the router has antennas attached on the cell connectors, and the router is in a location
receiving signal from the SIM’s network. The router will make an internet connection.

Please note - Changing the wrong settings here can make the router fail to make an
internet connection. These settings can be obtained from the network or SIM provider.
Only change the settings instructed below, unless you are an experienced engineer
and require an advanced configuration.

Enable — Tick to enable mobile network.
Mobile connection — Leave as DHCP mode.
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- APN — Enter APN Address of SIM.

- PIN code — Most SIMs don’t have a PIN. Leave blank unless change required. (Advanced)
- Dialing number — Leave as *99# unless change required (Advanced)

- Authentication method — Most SIMs will require PAP.

- Username — Enter APN username of SIM. (sometimes this is just blank)

- Password — Enter APN username of SIM. (sometimes this is just blank)

- Network Type — Leave as automatic unless change required. (Advanced)

- MTU - Leave as 1500 unless change required (Advanced).

- Online mode — Leave as Online mode unless change required (Advanced).

When ready, press ‘Save and Next’

Maobille Conliguration

Setup Wizard - Step 3 - LAN

Here the LAN settings can be configured. It is not necessary to change the settings here.
However, if you are connecting the router to devices on a different subnet (e.g. 192.168.1.X or
192.168.50.X) , you will either need to change the router’s IP address to match, or your devices
will need to change to be on the 192.168.8.X 255.255.255.0 subnet.

- |IP address — set the IP address of the router (if changed from default, manual PC network
adapter settings may need to be changed. See section 3.2 above).

- Netmask — default setting 255.255.255.0

- Enable DHCP - Tick if DHCP is required. (Unticking can cause loss of connection to router.
You may need to manually configure your PC IP address, see section 3.2 above).
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- Start — Start range of DHCP server addresses, default 100. (Change if conflicting with devices
on LAN with static IPs)

- Limit— End range of DHCP server addresses, details 150. (Change if conflicting with devices
on LAN with static IPs)

- Lease time — default 12h.

When ready, press ‘Save and Next’

Siep - LAN

el Corfliuraton

Laigmal

Setup Wizard - Step 4 — WiFi

Here WiFi settings can be configured.

Please note — If you are connected on WiFi, changing these settings may drop your connection.
It is advised to change the default password of the WiFi (Key), and the SSID. Otherwise, the
default settings are recommended, unless an advanced setup is required.

- Enable wireless — Tick to enable WiFi.

- SSID — Name of WiFi network

- Transmit Power — Default 20dBm

- Band — Default 2.4Ghz (802.11g+n)

- HT mode (802.11n) — Default disabled

- Channel — Default 11

- Encryption — Default is WPA2-PSK.

- Cipher — default is auto

- Key — This is the password to access WiFi network. Advised to change for security.
- Country Code — Select your country.

When ready, press ‘Finish’
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The Wizard is now finished, and your router has a basic config installed. If using the router
for remote monitoring at an un-manned location, one further feature we strongly advise
enabling is the ping reboot function which is found at Services > ICMP Check. (Section

3.5.1 below)
i |
e L 1
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3.3.1 System

General Settings
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Local Time
Displays system time. You can sync this time with browser by clicking button “Sync with browser”.
Hostname
This is the router’s name, the default name is Cell_Router.
Time zone
Select a suitable time zone. The default value is UTC

Logging settings

statas System
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System log buffer size

The unit is KB, default value is 64 KB. If the actual log size exceeds the set value configured,
the oldest log will be dropped (lost).

External system log server

Here you can enter the IP address of an external log server. You can setup a Linux machine
with “syslogd” running as log server.

External system log server port

This is the UDP port of external log server.

Log output level

This is the Log level. The default is ‘debug’ with highest level. Emergency is the lowest level.
Cron log level

This is log level for process ‘Crond’.

Larfpuogs

Language
The default language is “English”.

3.3.2 Password

PLEASE NOTE - IMMEDIATELY CHANGE THE PASSWORD FROM THE DEFAULT TO A
SECURE MEMORABLE PASSWORD.

Satus T .
Syabem
e Web Account
=
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Web Account

Here it is possible to change the admin username and password for the router. To change the
password, you will need to enter the current username in the current username field, also enter the
current password, as well as the new password, with confirmation.

Click “eye button” to show the new password you entered.

- Current username. The username of web account is using.
- Current password. The password of web account is using.
- New username. The new username of the web account.

- Password. New password entered here.

- Confirmation. Repeat new password.

SSH Account

If using SSH the password can be changed here. As default SSH is disabled from WAN. Unless you
are an advanced user and have a specific reason to use SSH, it is not recommended to allow SSH
access. If allowing SSH access from WAN, you must change the password to something secure
and memorable.

Guest Account

Here the guest account can be enabled, and a password can be set.
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3.3.3NTP

NTP

WTP Configaraton
Time Synchronization

Enatle NTP ¢hnt L
Provtde NTH sanmi
MNTF syne coumt
HTP gy iméheal{man |

FTE server candisles B [ I 3 %]

T 3

NTP is network timing protocol.

Enable NTP client
The default value is enabled. Router acts as a NTP client.

Provide NTP server
The default value is unchecked. Router acts as a NTP server.

NTP sync count
NTP running counts after router connects to internet,0 or empty means infinite.

NTP sync interval (min)
The interval time between NTP synchronization.

NTP server candidates

This is the NTP server list, entering multiple NTP servers is accepted. You can click the ﬂ

button to delete an entry, or click ﬂ button to add a new entry.
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3.3.4 Backup/Restore

{ Configuration files operations
§ Bysbem
i .
Cku
T Backup
Diowrpad i o srcheve of e comid confguiahon Rles
Sen Wit
= rwmiass Dackup il Torwmicad
Password T e
Baskiue' Ristong
Hestore
Mg T RSN POATESUTEDDN AEE. oy BRGS0 3 DrPAsUEY DRrENED Disrup IRl P
Pl ot Ao e sonlourmhon. | :;n.-;r.-q- rq-' Mo Hla of | ol plnaa
m = |
Bpont
§ Services
| Matwork
|
| Lol

To backup the configuration file, click the ‘Download’ button. An archive file will be generated and
be downloaded to your PC automatically.

To restore the configuration files, you can click the button “Choose File”, then select an archived

configuration file, and finally click button “Upload”, then system will load this file and apply it, and
then restart router.

3.3.5 Upgrade

System upgrade

Upload & sysupgrade-compatitle image here fo seolsce the running frrmsasne. Check "Keep settings® to ri
firmrwars imaga)

Kanp sotbnga: o+

sale upgradie:

u |

Image:  Chooss File  no fily salectn El Upload mage...

Upload a system compatible firmware to replace the running firmware. The default value for “Keep
settings” is checked, that means current configuration will be kept after system upgrade, otherwise
router will be reset to the factory settings. We highly recommend unchecking “Keep settings” to
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prevent conflicting parameters after the firmware upgrade.

Safe upgrade option is checked by default. Please always keep it checked to avoid broken firmware.

Click the button “Choose File” to select a compatible firmware, then click the button “Upload
image...”. The router will do a basic check of the uploaded file. If it is an incompatible file, an error
will be generated like the below:

System upgrade
Updond a sysupgrade-compaliss mage hem Lo repdace th running fermavane. Chack “Keeg sitbngs™ bo netain the curment condiguration
fermamary imagel.

Keap satfings o

Gafe upgrade; o

Image: Chaosa Fila 0 [be patacind | & Upload imags... J

T uploaded image file dosa mol contain o suppored formal, kdake sure that you chooss Iha geners image format for your Bouter,

If the firmware file is OK, a verification message will appear. Click the button “Proceed”, and system
will restart in a few minutes.

Upgrade Firmware - Verify
The flash mmage was uploaded. Below i the checkawm and file sre lnled, compara them with the original 48 o sneome dala nfegnty.
Chok "Procoed” balow to start the upgrade protodura

« Chocksum: ddSedeSlofiTotecolDfficoddcdcdl

« Siza 10025 B (P00 Mb avaltadie)

o Gonfiguraten fins will ba kepl

3.3.6 Reset (Restore to factory default settings)

There are three ways to perform a factory reset:
1) From within the web interface. System > Reset
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Pressing the ‘Reset’ button as seen in the picture above, will reset the router to the factory default
settings. After clicking the button, a confirmation button will appear. Press this and the system will
reset.
2) The Reset Pin on the terminal strip. Short the RST and GND terminals for 3 seconds and the
modem will restore to factory defaults. Holding for 1 second will reboot the modem.
3) Hold in the “RST” button, just below “CELL 1” on the Antenna end of the router for approx.
10 seconds. Note: There is no immediate indication that the reset has been performed.
Release the button and after about 10 seconds you will see all the LED’s go OFF then the
WAN & LAN will come ON briefly then go OFF. The LAN will come ON and flicker with traffic,
the SYS led will come ON for approx. 25 seconds then start to flash and the Wi-Fi LED will
come on. This is good indication that the modem has reset as the Wi-Fi is enabled by default.
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| Siaiun Reboot Settings

3.3.7 Reboot
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This function allows the Go2-4G to have a programmed reboot at a specified time of the day, this
will occur every day. This is a useful feature for Go2-4Gs installed at remote un-manned sites. As
all mobile devices will periodically lose connection to their local cell tower, and in some instances
will fail to reconnect without a reboot. Setting the router to reboot once a day will ensure there is a
chance to reconnect in this event.

Reboot at time: reboot router at a specific time.

Reboot when timeout: reboot router after the set timer times-out.

Click button “Reboot Now”, the system will restart in several seconds.

3.4 Router status

3.4.1 Status overview

Click “Status” in the navigation bar, and then click “Overview”.
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System Status
Field

Description

Hostname

Name of the device.

SN

Serial of the router.

Firmware Version

Firmware currently installed on the router. For latest firmware versiona 02ydl-0l
(SOKadLILI2NIX I2HETY 002Y

Kernel Version

Kernel version currently used by on the router. This is a program which connects the

software to the router’s hardware.

Local time

Current time of the device.

Uptime

Amount of time since the router has last been turned on / rebooted.

Load Average

Load average of the CPU in %. The three values are last: 1 minutes, 5 minutes, 15 minutes.

Port Status

Visualisation of connected ports. (Physical LAN is LAN4 in picture).

3.4.2 Network status

The Network status page consists of three tabs, these show detailed information of the cell
mobile interface, WAN and LAN.

This section displays signal data values in -X dBm. These values require some explanation. The

main acronyms are:

RSSI = Received Signal Strength Indicator
RSRP = Reference Signals Received Power
RSRQ = Reference Signal Received Quality
SINR = Signal-to-Interference-plus-Noise Ratio

Strength RSSI — Signal strength received from cell tower to modem. Indicated by negative dBm
value, the closer to 0, the stronger the signal.

Cell mobile interface page
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WAN status page
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3.4.3 Firewall status

The Firewall status page shows IPv4 and IPv6 rules and counters. Here you can reset counters
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and restart firewall functionality.
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3.4.4 Routes

The Routes page shows rules which are currently active on this router. The ARP table is
displayed as well. The ARP table can be very useful to check if devices on your LAN are able to

communicate with the router.
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3.4.5 System log

This page shows system log from system boot up. The system log is not saved when the router
is restarted. It can be exported by clicking the button “Export syslog”.
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3.4.6 Kernel log

This page shows the Kernel log from the system boot up. This log is not saved when router
restarts. You can export the log by clicking the button “Export syslog”.
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3.4.7 Realtime graphs

The real time graphs page shows real time system load and interfaces traffic in realtime.
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3.4.8 VPN

This page shows the status of the VPN connections, including: IPSec status, IPSec log,
OpenVPN status, PPTP status and L2TP status.

IPSec Status page
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IPSec Log page
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OpenVPN status page
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PPTP Client Status page

PPTP Status

PPTP clients
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L2TP Client Status page

LZTP Status
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3.5 Services configuration

3.5.1 ICMP check (Ping Reboot)

In this section you can configure the ICMP check (Ping Reboot) function. This is a vital service which
is recommended in most remote installations. ICMP check configures the router to ping a specific
IP address or hostname at a set interval, if the IP address/hostname is unreachable for a set period,
the router will reboot either the whole device of the module (modem). The IP address is usually set
to a server which is guaranteed to be always online like google’s DNS servers at 8.8.8.8.

The mobile networks will disconnect devices at certain times, ordinarily a 4G device will reconnect
with no issue. However, there are occasions where a device will fail to reconnect to the local cell
tower and the device will need to be rebooted to reconnect. If the router is in a remote location this
will require an engineer to visit the site. The ICMP check will detect a disconnection from the internet
when it fails to ping google at 8.8.8.8. The router will auto-reboot and this will avoid many engineer
callouts.

We recommend using the pre-filled settings, just tick enable and save and apply to use this function.
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ICMP Check

Enable

Hoatl to ping A IR I or hostname
Hoild 1o pEng

Flimg timesut | secands (Fange [1 - 100
Max retrigs’ {range {3 - 1000()
interval bebween ping. & milnutes {range [1 - 14407
Heconnect
AL than when [alled Hrzla moduli v
T

- Enable: Enable ICMP check feature

- Host1 to ping / Host2 to ping: The domain name or IP address for checking the network
connection.

- Ping timeout: After a ping packet is sent, if the response packet is not received before

timeout, then this ping has failed.

Max retries: Denoted the number of retries which are attempted before the selected
‘action when failed’ field is triggered. If the ping is returned and therefore doesn't fail, the
counter will be reset to 0.

- Interval between ping: The time between two pings in minutes.

- Action when failed: the options are “Restart module” and “Restart router”. “Restart module
will restart the radio module (modem), and “Restart router” will restart the whole system
including radio module (modem).
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3.5.2VRRP

VRRP Configuration
VRRP LAN Configuration Settings

Enable

Vietual [D

Virtual [P addrest

Prionty 11
Adartizemient intenal 1 &
Passwiord - o
Track interface MHan L
Track 1B/Host
Teack Intersal g
Track Weight
Satus

i Wl Bl

- Enable: Enable VRRP (Virtual Router Redundancy Protocol) for LAN.

- Virtual ID: Routers with same IDs will be grouped in the same VRRP cluster, range [1 -
255].

- Virtual IP address: Virtual IP addresses for LAN’s VRRP cluster. The IP address entry can

be deleted by clicking the button ﬁl or added by clicking the button I:]

- Priority: Router with highest priority in the same VRRP cluster will act as master. The
possible options are numbers from 1 to 255.
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3.5.3 Failover (link backup)

3.5.3.1 Failover basic settings

olvanced

Failover Configuration

Fallover Settings

Emabls
Back To High prionty o

Current interface PNy

Primary Configuration

Primany 4 '
Hopst1 1o ping
Hostd 1o pmg
Pirg timiegut
Mlaw Retries

irters gl Bebwedn ping

- Enable: Enable failover feature

- Back to high priority: If “back to high priority” is checked, the router will go back to the
selected “high priority” WAN interface when available. The priorities can be set to primary,
secondary and third priority. There are four options to choose from: Wired-WAN, Wifi_client,
Cell_mobile, and None.

- Host 1 to ping / Host 2 to ping: The domain name or IP address for checking the network
connection.
Ping timeout: After a ping packet is sent, if the response packet is not received before the
timeout, then this ping has failed.

- Max retries: When the number of failed pings reaches the “Max retries”, this will confirm
that the WAN interface is unavailable.

- Interval between ping: The time between twice ping. The unit is second.
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3.54 DTU

1) This feature is for Go2-4G with DTU option only.

2) This feature conrflicts with “Connect Radio module” and “GPS send to serial” features.3
Please disable the “DTU” feature when using either “Connect Radio Module” or “GPS send=
to serial” feature.

DTU Configuration

Mates; LU feature and "GPS 5end ta Serial” cannot be used a1 the same time
Enabila

Send DTU D

Seendd DT ALY an initial

Connacion

Forwand delyy i milllseconds (rangel10, 10000}
Termiinate characterns)

:i:'l'll.l".l

- Enable: Enable DTU feature.

- Send DTU ID: Send DTU ID at the front of packet.

- DTU ID: The default DTU ID is the SN of router, you can re-write it if necessary.

- Forward delay: This unit is in milliseconds. It is the time delay when sending data between
the serial port and the network.

- Terminate character: split serial port data into different packages with terminate character.
It can be a string, or hexadecimal which starts as 0x,such as 0x0a0d.

- Debug: Debug level for log output.
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Soral baudrate 116200 bps

L]

Ll

Sertak parity Mo

Serial databits & bt

L

Serial slopiets 1 bits

Ll

- serial baudrate: supports 300/1200/2400/4800/9600/19200/38400/57600/115200bps
- serial parity: supports none/odd/even

- serial databits: supports 7 bits and 8 bits

- serial stopbit: supports 1 bits and 2 bits

Network Setting

Protoocd TGP
Sarvice mode Cmind =

Enahés Hoarfpaat

Haoartboat Inborval

Heartbaai Contbent

DTU center configration

CEMNTEM

Cerbor anabile o

Caner |P | 182908917

Casntisr Port 000

i Ad

- Protocol: TCP and UDP are supported

- Service mode: Client and Server are supported.

- Enable heartbeat: The heartbeat is used for connection keep alive.
- Heartbeat interval: The time between two heartbeat packets.
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- Heartbeat content: The content of heartbeat packet.

- DTU center Configuration: DTU center is the DTU server, you can input the center name
and click button “Add” to add a new center here.

- If the center is not needed, you can click button “Delete” to delete it, or set it to
disabled.

| Please note - The maximum number of DTU centers is 32.

Metwork Setting

Protoco TCP ¥
Service mode
Sanvar por

Max conmacthons

When select Service mode as Server. There are 2 options.
- Server port: the port for client to connect.
- Max connections: the max amount of clients who can connect.

3.5.4 SNMP

SNMP Configration

General Settings

Enabla SNMP
Famate Access

Contact ol phe Lo
Location | cffic
Marma

Port

- Enable SNMP: Enable SNMP feature
- Remote Access: Allow SNMP remote access. If it is unchecked, only the LAN subnet can
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- Contact: Set the contact information here

- Location: set router’s installation address.

- Name: Set the router’s name in SNMP

- Port: SNMP service port, the default value is 161.

SNMP v1 and v2c Settings

Get Community. | public
et HostLan O (L VT
Zet Commuonity. | privale

Set HostfLan 0.0

- Get Community: The username for SNMP get. The default value is ‘public’. SNMP get is
read-only.

- Get Host/Lan: The network range to get the router via SNMP, default is 0.0.0.0./0

- Set Community: The username for SNMP set. The default value is private. SNMP set is
read-write.

- Set Host/Lan: The network range to set the router via SNMP, default is set as 0.0.0.0./0

SNMP v3 Settings

Lisar gelimin . uSer

Securnty Mode o

e

Authentication WIS s

Encryptian DES &
Authentication Password | s ] oI
Encryption Password @

- User: SNMPv3 username

- Security Mode: three options: None, private and Authorized. If it is set to None, there is no
password required. If it is set to Authorized, only Authentication method and password are
required.

- Authentication: Authentication method, two options: MD5 and SHA.

- Encryption: Encryption method, DES and AES supported.
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- Authentication password: SNMPv3 authentication password, at least 8 characters is
required.
- Encryption password: SNMPv3 encryption password, at least 8 characters is required.

After all items is setup, click button “Save & Apply” to enable SNMP functionality.

3.5.6 GPS

The D2HMND does not have GPS as standard. Units with GPS can be specially ordered.
GPS Configration

Motng: DTU featuen and “GPS Send o Seral® camnal be e &t The Gams T

Enabla

Profioc S Mo,

Cinly GFFLEC

S Hrhpra ir

GRS send o P

Borvor [P

SErAr e

Sam 05y | S | et |
- Enable: Check this button to enable GPS

- Only GPRMC: If checked, it will only send GPRMC data info (Longitude Latitude altitude)
- Prefix SN No.: if checked, it will add the router SN to the data packet
- Send interval: Set the frequency of GPS data packets being sent

- GPS Send to: Choose “Serial” or “TCP/IP”. The router will only receive the GPS signal and
will not process it. It will send this GPS signal to your GPS processor devices or servers. If
the GPS processor device is connected to the 685 Router via a Serial Port, please choose
“Serial”.

- If the GPS processor device is a remote server, please choose “Serial”

If the GPS processor device is a remote server, please choose “Serial”.

-  GPS to TCP/UDP Settings

- Server IP: fill in the correct destination server IP or domain name.

- Server port: fill in the correct destination server port.
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GPS sand o Sarind

Sarial baudrate 115200 bps

Seriad parity Mo

Soral databds A bits &

Senal stopbiis 1 bits 5

Senal fiow control Mohe

T S

- serial baudrate: 9600/19200/38400/57600/115200bps
- serial parity: none/odd/even

- serial databits: 7/8

- serial stopbits: 1/2

- serial flow control: none/hardware/software

3.5.7 SMS

> SMS Command
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SMS Command

Enabile
SN ACK L
Flx derol for some nebwprk £

Reboot Router Command [kl
Gt Cell Status Cormmani ¢ el
Sel Call ink-up Commard [ cellup

Zat Call link-dowm Commaisd b

DI0_0 Sot Command - | ol | @ set0ion
D0 Reset Command | el L8 Fasat CHO0
HO 1 Sel Command. | Balt v | SH l.‘.HI:H
DIQ_1 Reset Command | dicl 8 Rasat G0
De0 2.5al Command: | dis I St DIOE
DED_2 Resat Command  diedd [d RasetDICE
050 3 Seb Conunand: | dial] @ S DID3
O80 3 Roget Command.  diodi id Resal DEYF

LU Satus Comerdaid diostasun

Wifi On Comemand.  wifton

Wil Off Commmand witrafl

Force Eellup Command  fprcecellip

Crooraor List Command aeaelind

Chpavson sef Commiand  opsraal

- Enable: Check it to enable the SMS command feature.
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SMS ACK: If checked, the router will send the command feedback to the sender’'s mobile
phone number.

Reboot Router Command: Input the command for “reboot” operation, default is “reboot”.
Get Cell Status Command: Input the command for “router cell status” operation, default is
“cellstatus”.

Set cell link-up Command: Input the command for “router cell link up” operation, default is
“cellup”. If the router gets this command, the Router Cell will go online. Set cell link-down
Command: Input the command for “router cell link down” operation, default is “celldown”. If
the router gets this command, the Router Cell will go offline.

DIO_0 Set Command: Input the command for 1/0O port 0. For SMS feature, please keep the
default parameters.

DIO_0 Reset Command: Input the command for 1/0O port 0. For SMS feature, please keep
the default parameters.

DIO_1 Set Command: Input the command for I/O port 1. For SMS feature, please keep the
default parameters.

DIO_1 Reset Command: Input the command for I/O port 1. For SMS feature, please keep
the default parameters.

DIO Status Command: Input the command for I/O port status. For SMS feature, please
keep the default parameters.

Wifi on Command: input the command for turning on WiFi. For SMS feature, please keep
the default parameters.

Wifi off Command: input the command for turning off WiFi. For SMS feature, please keep
the default parameters.
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SMS Alarm

SMS Alarm

RSSI Alarm Settings

O A
e Alarm

Enabile Signal Cuality Alarm

Singal Quality Threshold

Failad Timeas Threshaold

Success Timas Threshaokd 2

- SMS Alarm: enable the SMS alarm feature

- Enable Signal Quality Alarm: enable the Signal Quality Alarm feature

- Signal Quality Threshold: Set the signal quality threshold.

- Failed Times Threshold: If the failed counter exceeds this threshold, a signal alarm will be
generated.

- Success Times Threshold: if a signal alarm is generated, and the success counter is bigger
or equal to Success Times Threshold, clear signal alarm.

Phone Number



GO2SIM"

Phone Number
Phone Number Configuration

MR,
Wkl s

SRS Casnmiang

AklE-Alarm

MEW SO Rame e W

[ | som | ot

- Add Phone number: input a name and click button “Add” to add a new Phone number.
o It is recommended to enter multiple possible formats to match your carrier’s
network requirements. (e.g. for UK enter 0044, +44 and 07 versions of number).
- Delete Phone number: click button “Delete”.
- SMS command: enable SMS command feature on this phone number.
- SMS alarm: this phone number can receive SMS Alarms.
- DIO change: DIO change alarm can be sent to this phone number.

- DIO Mail
Send email to receiver when DIO change.
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Mail Configuration
Sand amad ta apeciiiod addnss when DIO changed

Emablin

SMTP parver

{

Usarname
Fagsaond -
TS [On :
SharfTLS - O .

Check sehvoe cortificate | OF

TLS trust fia. Choose File  no file astected
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B Oname | CHOD
DID_0 high text |1
DIO Olow et (D

DI 1 name | CROHA
DIO_ 1 hightext |1
DID 1lowtéxt 0

DID 2 narme | DR
D102 high text 1
DO Zlowtaxt |0

DIO_3 name | [(HOI3
DIO_3 high tast 1

DIO 3lowtest O

Receiver Configuration

Dot
11

DIDy change . |

Email addrazs 0

Mew group name pord - Puthd

- DIO Default
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DIO Configuration
DiCrtrap (0
Sef DIC to high for a peéricd 0 5
of time
B0 O-default valee | Low ¥
DID 1 default valos | Low '
OO0 2 -défault valus | Low ¥
CID_3-default vales | Low ¥
DIo_ 0 Value 2
bIo_1 Valwe ©
DIC_2 Value
DI0_3 Valuwe
DIO- O Functon. | None .
DEC L :Fumiction. | Nahe v
DI 2 Function. | None .
DI 3 Funclion. | Noae Y
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DIO SMS configuration

send user defined SMS alarm when DIO changed

Erable uter-defined O &
ChAS alarm

SMS text for DIOD changed

from low ta high

Sh5 tent for DIOD changed
fram high o laww

ShE text for DIOT changid
from low to high

5SS text for DIOL changed
froam high o low

SME text for DIOE changed
fraim lew to high

Sh5 text for DICHE changed
from high.to low

SM5 text for DIO3 changed
frovm loaw 1o high

SMS teut for DIO3 changed
from high 1o low
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3.5.7VPN

3.5.8.1 IPSEC

FETP TP Gyt il GHE Tw=ne

IPsec Configuration

ledTand @ nare Ernbile E‘lELHﬂﬂl' esda Ayt srrethod Dperatios bl

oD T# [EEw] Wlae PLE e I o B | g Deleiw

Flisgy ¥ R0 F 1M e # ‘.;I i

Enslis iinfe-hsias Foes
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IPSec Instance: IPSec base
Switoh o advanced configuration
Enable
Exchange mode  [KEv1-Ma .
Ciperation Level hiain T
Authenticalion method ok Chent .
Remote VPN endpolnt 182 138 159 167 -
Local endpoint | interiace dmobie .
Local IKE 1dentifes
Remate IKE identifier
Freshared Kays | sessess @
Herect Forward Secrecy | Disabl v
DPD-acton Mo ¥
OPD delay seconds
DFE tirmeoul 15 seconds
MAT Traversal Enable )

Enable: Enable IPSEC feature

Exchange mode: IKEv1-Main, IKEv1-Aggressive and IKEv2-Main modes are supported.
Authentication method: Client and Server. Client is the machine which starts the IPSEC
connection.

Remote VPN endpoint: Domain name or IP address of the remote endpoint. This needs to be
accessed over the internet.

Preshared Keys: This is known as PSK. The length is 16 to 32.
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Local LAN bypass W

Local subnet 192 168 11

Femaote subnet 100840

Lacal sourca ip

Kemote source ip

Local subnet: The local subnet which connects to the IPSEC VPN.
Remote subnet: The remote subnet which connects to the IPSEC VPN.
Local source ip: The internal source IP of local device to use in a tunnel, also known as

virtual IP
Remote source ip: The internal source IP of remote device to use in a tunnel, also known

as virtual IP
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Phase 1 Proposal

Enable:
Encryption algorithm IDES v
Hasth algorithrm: | HMAC MDS ¥
DH group. | MODP102472 v
Life ttme | 36400 geconds

Phase 2 Proposal

Emable
Encoypfion algorithim: | AES 124 ¥
PFS group MO D242 T
Authentication HMAC SHA1 "
Life fime e 00 teconds
Please Note:

All the configurations in Phase 1 Proposal and Phase 2 Proposal must match with the
remote endpoint to establish an IPSEC connection.

3.5.8.2 PPTP
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Paint-to-Point Tunneling Protocol

PPTP Configuration

Belowr i & kol cotiPouiied FPTP Inikindm 4nd (Rad (Rap

Hame Type Enabis

bt iy i Ede xy Daleta
Al ATHRBNCE NETE Fitls & 20 A4 Hew

PRTA AT ably &

et | o | e |

This page shows a list of configured PPTP instances and their state. Click the button “Edit” to make
changes to an instance or click the button “Delete” to delete it.

- PPTP NAT enable: enable PPTP interface NAT.

PPTP Client configuration
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PPTP Client Instance: Client

Main Settings

cnable

SENET
Usemnmame

Password e o
Remote LAN subnet
Remote LAN netmask
MTU
Kaep Alive

e DNG sorvers advertized o
by pear

MPFE Encrypiian . »f
Lebug

Rastan module when PPTR o
connects faiied

Enable: Enable this instance.

Server: Domain name or IP address of PPTP server.

Username: Server authentication username.

Password: Server authentication password.

MTU: Maximum Transmission Unit.

Keep Alive: Number of unanswered echo requests before considering the peer dead. The interval between echo requests is
5 seconds.

Use default gateway: If unchecked, no default route is configured.

Use DNS servers advertised by peer: If unchecked, the advertised DNS server addresses are ignored.

» PPTP Server Configuration
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PPTP Server Instance:

fiain Settings

Erualis

Fr i renobe |- stard
FFIP fermciy IF endd

SED Privis

WFPE Ercjptien o

Weasmumes Patomacd
whTan [ - x| Dilcs
g A

Local IP: Indicates the server’s IP address.

Remote IP: The remote IP address lease start.

Remote IP end: The remote IP address lease end.

ARP Proxy: If the remote IP has the same subnet as the LAN, check it for connecting with each other.
Debug: For PPTP server debug, the log can be monitored in the system log.

Username: Server authentication username

Password: Server authentication password

3.5.8.3 L2TP

This page shows a list of configured L2TP instances and their state. Click the button “Edit” to make
changes to an instance or click the button “Delete” to delete it.

Layer 2 Tuneling Pprotocol

LATR Configuration

fame Tipe Enahile
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L2TP Client configuration

L2TP Client Instance: Cli

Main Settings
Emable

SENVET
Username

Password b
Remote LAN subnet
Eemote LAN netrmask
MTL
kLeep Alve

Debug

Enable: Enable this L2TP instance.
Server: Domain name or IP address of L2TP server.
Username: Server authentication username.
Password: Server authentication password.
MTU: Maximum Transmission Unit.
Keep Alive: Number of unanswered echo requests before considering the peer dead. The interval between echo requests is
5 seconds.
Checkup Interval: Number of seconds to pass before checking if the interface is not up since the last setup attempt and retry
the connection otherwise. Set it to a value sufficient for a successful L2TP connection for you. It's mainly for the case that
netifd sent the connect request yet xI2tpd failed to complete it without the notice of netifd.
L2TP Server configuration
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L2TP Server Instance: L2tpd_server

Main Settings

Enabils

LZTF Local [P 152 168.0.1
Remote TF range begin
Hemaote [P range end 1592 163 I
Remote LAM IF
Remote LAN netmask

ARP Prooy

Debug

Username Fassword

sdrn amaas a

] Add

Local IP: Indicates the server’s IP address.

Remote IP range begin: The remote IP address lease start.

Remote IP range end: The remote IP address lease end.

Remote LAN IP: L2TP client IP.

Remote LAN netmask: The mask of L2TP client IP, the default value
is 255.255.255.0

Username: Server authentication username.

Password: Server authentication password.

3.5.8.4 OpenVPN

This page is a list of configured OpenVPN instances and their state. Click the button “Edit” to make
changes to an instance or click the button “Delete” to delete it. Click the button “Start” or “Stop” to
start or stop a specific instance.
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CpenVPN

Openy2h inslances
LRELE T fiariss farbhics TewTap Foi Frageiui
cusiom . config
sample_zorer

saimpda_client

Please Note:
For OpenVPN configuration help, hover the cursor over the item to get more information. If

the item you need is not shown on the main page, please check the “Additional Field”
dropdown list at the bottom of the page.
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Ovarview » Instance "sample senfer
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3.5.8.5 GRE tunnel

[P TR LT il TN LRE Tigrtal

GRE Tunnel Configration

Ingtapce nams Enabile Paar TP schidr Ramates network:

GRE Ho

[dew snsinnces mamp

e
i3

Local tunne] 1P

2 Eat

x| Dulsa
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GRE Tunnel

GRE Instance: Gre_tunnel

Enalde
TTL
MTL 1500
Peer [P Address
Hemote LAN subnet
Remote LAN nstmask
letnic
Local Interface il .
Lacal Tunnel [P
Local Tunnel Mask

Keapalne Monge v

Enable: Enable GRE tunnel feature.

TTL: Time-to-live.

MTU: Maximum Transmission Unit.

Peer IP address: Remote WAN IP address.

Remote LAN subnet: Remote LAN subnet address.

Remote LAN Netmask: Remote LAN subnet mask.

Metric: Route Metric, generally configured as 1

Local Interface: Allows you to choose a specific interface or all

interfaces (default)

Local Tunnel IP: Virtual IP address. This cannot be in the same

subnet as the LAN network.

Local Tunnel Mask: Virtual IP mask.

Keepalive: Allows Keepalives (periodic status message used to monitor the integrity of the tunnel). Received, Send and
Received or None. Keepalives should be used with care as it will utilize some data Keepalive interval: Time interval (in seconds)
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between transmitted keepalive packets.

Keepalive Retries: Defines the number of times to retry after failed keepalives before determining that the tunnel endpoint

is down.

3.5.9 DDNS

DDNS allows a router to be reached via a fixed domain name while having a dynamically changing

IP

address.

Dynamic DNS

i . y A ot . T 1= S
Chiervieny
i o ! S el
s | e | 3 & i -
Canfigarnes VA I A D b Efizen Lh] Lipaiane Pamdy s 5
Regrziaeag O° Mol Yodate Fan i
H‘I.II'I:I'I'IDW_IP'H'# o W @ o T
Tl ey
| I. m'F'I'ﬁ witni Rovdd i o F
A il I EhT

s

Detalls for: example_ipv4

{HEE S 1 AV AR g '.Zl:":'.ll‘\- 18 | '-I."' il DR L]

E natseda o

[P a3Aress wersen - Fyd-Address

Pl hddress

DS Sarmce prowviger IPvE] oy *
HosinasaiComain MR o e
LES TR e ey i
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- Enabled: Enable this instance.

- IP address version: IPv4 and IPv6 supported.

- DDNS Service provider: Select a suitable provider.

- Hostname/Domain: The Domain name to remotely access the
router

Lo Fite \imwer

Lo
¢
i
i)

Blasic Satiings Aotvanced

I* address sourncs [IFwd] Boartwnrk,

Metwa 1P ] drnobite

DNS-Sarver

PFROXY-Sansar

Log to syslog Motice

Liog to e <

IP address source: Defines the source of the systems IPv4-Address which will be sent to the DDNS provider. We recommend
the option ‘Network'.

Network: Defines the network of the systems IPv4- Address.

DNS-server: OPTIONAL: Use non-default DNS-Server to detect 'Registered IP'. IP address and domain name are required.
Log to syslog: Writes log messages to the syslog. Critical errors will always be written to the syslog.

Log to file: Writes detailed messages to the log file. File will be truncated automatically.

Bazic Sellngs Advanced Sattings Timar Satlings Log File Viawar

Cimperd kel 1 rnuas "

Foros Inlsral re hours

Error Ratry Countar

Ermar Hatry bnaterval &0 afcordn

- Check Interval: the minimum check interval is 1 minute=60seconds.

- Force interval: the minimum check interval is 1 minute=60seconds.

- Error Retry Counter: On Error, the script will stop execution after a given number of retries.
The default setting of '0' will retry indefinitely.
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Base Setlings Advanced Settings Timar Seitings Lag File Viewor

Read / Berdad log file

Read the log file of DDNS.

3.5.10 Connect Radio Module

The Connect Radio Module feature is used for exchanging data between Radio module and serial.

Please Notes
This feature is conflicts with DTU and “GPS sent to serial”. Please make sure the other

two features are disabled before enabling Connect Radio Module. Otherwise, the
following error will occur.
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Connect Radio Module Configration

Exchange data between radio module and serial

Enable ¥

W

Connaect mode Sl

Seanal baudrate 115200 bps =

ik

Sarial panty Mo

Sera! datahits H bits

o

=anagl stopbits 1 bits

= Enable: conflict with OTU, please disable DTU firatly

Connect Mode: Serial only

Modem to Serial Settings
- serial baudrate: support 9600/19200/38400/57600/115200bps
- serial parity: support none/odd/even
- serial databits: support 7 bits and 8 bits
- serial stopbit: support 1 bits and 2 bits
- Serial Flow Control: support none/hardware/software

3.6 Network Configuration
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3.6.1 Operation Mode

Oiperation mode cant iguraticen

HisFge #adn

mag s

L s amni manp

Operation mode

Bridge: All Ethernet and wireless interfaces are bridged into a single bridge interface.

Gateway: The first Ethernet port is treated as a WAN port. The second Ethernet port and the
wireless interface are bridged together and are treated as LAN ports.

AP Client: The wireless ap client interface is treated as a WAN port and the wireless AP interface
and the Ethernet ports are treated as LAN ports.

NAT Enabled

Network Address Translation. Default is Enabled.

Ethernet WAN port:

Wired-WAN port acts as WAN

Wired-WAN port acts as LAN

The default operation is in “Gateway mode”.

3.6.1.1 Set two LAN Ethernet Ports on Go2-4G

Check the " Wired-WAN port acts as LAN ". The router now has 2x LAN and no WAN port.

3.6.2 Mobile configuration

The router supports several cell modems. If you replace the original cell modem with a different one,
the router will automatically detect the new modem.

For more detail on this function and information of the APN, please go to section 3.3.2 Setup
Wizard.
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The Cell Modem Type is marked on the back of the router.

Mobile Configuration

Enable of
hMaobie conmection pppd rriods
PIN-code
Dialing number "o
APN Acyived
Authentication method

Dual APN zuppart

Metwork Type (G {LTE) ar E
pATL

Ciline mode Kaen Al .
ftetnc

- Enable — Tick to enable mobile network.

- Mobile connection — Select a suitable mode for the mobile connection. Default is DHCP
mode.

- APN — Enter APN Address of SIM.

- PIN code — Most SIMs don’t have a PIN. Leave blank unless change required. (Advanced)

- Dialing number — Leave as *99# unless change required (Advanced)

- Authentication method — Most SIMs will require PAP.

- Username — Enter APN username of SIM. (sometimes this is just blank)
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- Password — Enter APN username of SIM. (sometimes this is just blank)

- Network Type — Leave as automatic unless change required. (Advanced)

- MTU - Leave as 1500 unless change required (Advanced).

- Online mode - Leave as Online mode unless change required (Advanced).

3.6.3 Cell mobile data limitation

Data Limitation Configuration
Enable data imitation
Period  ‘Manth .
Start day
SIN data limitiMB)
Enabile alarm

Fhone number

Viaming percent of Data
Usedi®:)

UsediBytes] O & Résst

Terminate 364G conneclion

anfil restart lima

- Enable data limitation:

- Period: Month, Week or Day.

- Start day: The first day of the period.

- SIM data limit(MB): the maximum data that can be used during this period. If it is
exceeded, the router will disable the cell mobile network during this period.

- Enable alarm: enable ‘data limitation’ alarm.

- Phone number: the phone number receives data limitation alarm SMS.

- Warning percent of data used: if the used data arrives this setting, a data limitation alarm
SMS will be sent.
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Used(MB): the data that has been consumed during this period.

Reset: press this button to clear all used .

Terminate 3G/4G connection until restart time: if the max data is exceed, the cell
interface will be set to down. (This will cease the internet connection).

3.6.4 LAN settings

Interfaces - LAN

O his page you can confguee the nefawoit nierdaces You con bidge seveml mberfaces by Iking he “Midge Bierfaces™ heid and entor e na

INASriEce S SEparlad By ADACES Wi Can R0 ol VAN Nolaln TNTERFACE . VLAMIR (&4, sthl. 1]

Commaon Configuration

Ataiis e Uiptime: O Jam &4
MAC-Adaress: 9022 00 B0 00
RX. 134 MB {13377 Pisa.)

TE 4 45 METETSE PRH )

[P 1T a1 TR

[P onliz PSS OE Y041 - 1Akl

Tt 1 -
Rédy sviion protocar? B Swich protoco)
Yo AJDLHE
s [Of '
[Pyd gty
Pl Proadcast
r | r OS si . |
P assgnment ngl »

P asegnement Hind

Protocol: Only a static address is supported for LAN

Use custom DNS servers: multiple DNS server are supported.

IPv6 assignment length: Assign a part of given length of every public IPv6-prefix to LAN
interface

IPv6 assignment hint: Assign prefix parts using this hexadecimal sub prefix ID for LAN
interface.
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mnarel Selun Actvisiaind SRTIG Frigical Seings Firgawall Softings

Bring up on boat

Usa bullsn |Pvi-managemant ¥

Cragericle MAC adidrpss ol (Bl 02 01

Crenericie MTL

Lism gatleway miakhc

Bring up on boot: if checked, LAN interface will be set to ‘up’ when system boot-up. If
unchecked, LAN interface will be ‘down.” Don’t uncheck it if not required.

Use builtin IPv6-management: the default is checked. If IPv6 is not needed, it can be
unchecked.

Override MAC address: Overrides LAN MAC address.

Override MTU: Maximum Transmission Unit.

Use gateway metric: the LAN subnet’s metric to gateway.

Common Configuration

Ganerel Sslun Advmneed Bsftings Prrymical Sattings Firewall Sattings

Ondpe intedaces

Enabla 5TP
bvigrtacg < ] 3 Winad-LAN (en)
o= Wirnd-WAN (wan, wand
Mobia-¢
rl i Fi kan

Bridge interfaces: LAN bridges wired-LAN and WiFi in the same LAN subnet.
Enable STP: enable Spanning Tree Protocol on LAN. The default value is unchecked.
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DHCP Server

. . % -
Ackeinoid Settings Frofi Sarlting s

Ignom iniarpce

Start
Lt

Laaadtirg 121

Ignore interface: if it is unchecked, this will Disable DHCP on LAN.

Start: Lowest leased address as offset from the network address.

Limit: Maximum address number of the leased addresses.

Leasetime: Expiry time of leased addresses, minimum is 2 minutes (2m). 12H means 12
hours.

DHCP Server

CGenarnl Satup Achmncad Sattings 1PvE Sotiings

Cynamig BHEPR
Forca

IPswd-Matmugsk

OHEP-DOptbons

Dynamic DHCP: Dynamically allocate DHCP addresses for clients. If disabled, only clients
having static leases will be served.

Force: Force DHCP on this network even if another server is detected.

IPv4-Netmask: Override the netmask sent to clients. Normally it is calculated from the
subnet that is served.

DHCP-Options: Define additional DHCP options, (for example '192.168.2.1, 192.168.2.2'
which advertises different DNS servers to clients.
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DHCP Server
Generat Setug Acvanced Satings el Sattings
Bouter Advertisament-Saevice g, oo -]

OHEPvE-Sarvics EO PO

4%

WO Proony dablsd -

DHCPvE-Moda stafolens + statelid -

AN BAROUNCE Satalt

rowtiar
Annouioid NS sanens |
Announcod DRS domaing 3

- Router Advertisement-Service: four options: disabled, server mode, relay mode and
hybrid mode.

- DHCPv6-Service: same options as above.

- NDP-Proxy: three options: disabled, relay mode and hybrid mode.

Always announce default router: Announce as default router even if no public prefix is

available.

3.6.5 Wired-WAN

Common Configuration

sl Sl Afvmncod Selbhogs Tttt e o SII"ll'"s:!. Frrirwall Batlemgn
Stabup - Upitima: G O Os
iy

MAC-Addreas: B0 23 0600001
ROC 0,00 810 Phtay
Ta: 33281 KB 395 Pxia.)

Profocol DHIG R !

HoBAnaeTE 10 Sl v
muesling DHCP

- Protocol: the default protocol is DHCP client. If you need to change it to a different
protocol, (such as PPPoE), select the protocol from the drop-down menu, then click button
“Switch protocol”.
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Common Configuration

Chanuirnt Sefup

Status = Ulprtirrs: O Orn D
biinnd MAC-Address: B0-22.06:C0:02:01
FOL 0,00 8 40 Prts)

TR 345.BH KB (103 Plis)

Protesed PRPaE -

Foalty switch profocol? . | [E5 Swetich prodoco]

After clicking the button “Switch protocol”, the below is shown:

Gonaral Sefup Aghvanced Sattings Priysical Sottinga Firewall Battings

-

Status oy
pEpOe-Wan
Protoood FPEGE &
FARICHAP uasrmame
PAR/CHAR password - 3

Aocess Concantribor mrin

Servica Mama e A
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3.6.6 WiFi Settings

Wireless Overview

iy Geneds MACBO211 BO2 11bgn (radiad)
=" Chonnet 13 2407 G | Bitrates 10 Mo

H S50 T4l AP 000D | Mode Wit
3% pesEy: 60-35-0R00 00 T | Encryptien: Hone

Associated Stations

1IN MAC-Bdimus P~ Adciness

Lol AP DR B ARG AR T RE L] KT

Sgnal

Malue

T8 dBm o il

4 VA Flostart

Deushis

LESLE

1.0 Whats, MOS0, 20k

i

B

AP Ciigd | e

TE Rain

43.3 Mbrtin, MCE A, DOMSLr

Wifi Restart: turn WiFi off then on.

AP Client: Scan all frequencies to get the WiFi network information.

Add: Add a new wireless network.

Disable: Disable a wireless network.

Edit: Modify settings of the wireless network.
Remove: Delete a wireless network.

Associated Stations: This is a list of connected wireless stations.

3.6.6.1 Wifi General configuration

Device Configuration
Canedal Satup bghmnped Satings
Slaius il Mode! Master | SSI0: Call_AP_ 000212

¥ pesiD: 00:22.06:0002.82 | Encryption: Mona
Channal: 11 (7 482 GHz} | Te-Power: 20 dBm
Signak -72 dBm | Noise: 0 dBm
Bitrate: 43 3 Mbit's | Country: 00

Wirslerss niehwork I erablig ) Cunable

Moda Channgd

Tranarm® Poues 20 gben [T00 ey

With

Clpeating faguansy M & 10 e s A

oy M 2

- Status: show the WiFi signal strength, mode, SSID.
- Operating frequency Mode: supports 802.11b/g/n. the Legacy means 802.11b/g. “N”
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- Channel: channel 1-11 supported.
- Width: bandwidth options 20MHz and 40MHz.
- Transmit Power: from 0dBm to 20dBm supported.

3.6.6.2 WiFi Advanced Configuration

Device Configuration

Gereral Salus Adeiroed Sollduphn
Country Coda G0 - YWeorld
Distance Opdimizatan
Fragmantation Threshok

HTSALTS Threshola

- Country Code: Use ISO/IEC 3166 alpha2 country codes.

- Distance Optimization: Distance to farthest network member in meters.
- Fragmentation Threshold

- RTSICTS Threshold
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3.6.6.3 WiFi Interface Configuration

Interface Configuration

Clanersl Salm Wirnless Securiy MR- Fillns
ESSID Coell AP DO0ERS
Miade Ao0ess Foi ¥

Metwork iferabiila

.......

Hide Exianded Sarvice Set
|cheritifoer

WM Mode o+

- ESSID: Extended Service Set Identifier. It is the broadcast name.
- Mode: supported options.
¥ Access Point
Client
Ad-Hoc
BO2.11s
Pseudo Ad-Hoc (ahdemo)
Manitor
Access Point (WDS)
Chent (WDS)

- Network: Choose the network(s) you want to attach to this wireless interface or fill out the
create field to define a new network.

- Hide Extended Service Set Identifier: hide SSID means this WiFi cannot be scanned by
others.

-  WMM Mode:
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Interface Configuration

G Sodion WWenlens Secorihy NG -Filbow
Encryprtion W L
Ciphas [T
Kay @

Erabis WPS pushbiuton, &
rocures WP -PSK

Encryption options

No Encryption

WEP Open System

WEP Shared Key

{ WPA-PEK

WPAZ-PSK

WPA-PSHWPAZ-PEK Mixed Mode

WPA-EAP

WPRAZ-EAP
Key: This is the password used to join the wireless network. If Encryption set to “No
Encryption”, no password is needed.

Interface Configuration

Ganeral Selen Wirpleas Secunty T e = T

M- Address Filtar Falborwy Bad

MAC-Legt OOAENONF00:00 (10.223.184 © £ ix]
B8:ALBDN48:7T-5E (dontydaMi ¢ )

002 DR E00N Gl Foutes - 31{5]

-  MAC-Address Filter: MAC address access policy. Disabled: disable MAC-address filter
functionality. Allow list: only the MAC address in the list is forwarded. Deny list: all packets
can be forwarded except MAC address in the list.

- MAC-List: click button ﬁ to delete MAC address from the list, click button “1 to add a new
MAC address into the list.
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3.6.6.4 WiFi AP client

Step 1) click button “AP Client” on wireless overview page, then system will start to scan all
WiFi signals available.

Join Network: Wireless Scan

'
=% MERCURY FE2A [ oin Stk
Chasnrai: 1 | Msdo: Masdor | BSEED; AT FXEFOFT A | Encryplion: réud WILAYPSZ . P

Step 2) If the WiFi you want to join is on the list, click the “Join Network” button accordingly. If it
is not, click “Repeat Scan” until you find the WiFi that you want to join.

Join Network: Settings

Aoplace wirnless contiguraton "

ViPA passolwase:  oereie &

M of Thé new ehwork WML

Back %o scan reutts

Step 3) Join Network Settings

Replace wireless configuration: An additional wireless network will be created if it is
unchecked. Otherwise, it will replace the old configuration.

WPA passphrase: specify the secret encryption key here.

Name of the new network: the default value is wwan. Leave as wwan unless it conflicts with
another interface.

Step 4) Click Submit if everything is configured. The below is Wi-Fi configuration page. Don’t
change the Operating frequency, make sure the ESSID and BSSID is from the Wi-Fi you want
to join.
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Gansmal Setiip Agvanced Settings

Status . Mode: Client | 8SID: MERGURY_FE2A
U% pegiD: 8C-FRU8FOFE2A | Encryption: -
Channal: 11 (2462 GHZ) | Ta-Power: 0 dBm
Signal: 0 dBm | Nolse: 0 dBm
Bitrate: 0.0 Mbit/s | Country: 00

Wiraless fatwork s enabled I Disabla

Mode Channet Width
Operating frequency ™ || Sppa2 MH) 420 MMz o]
Teanamil Power | 20 dBm (100 mW) s
Interface Configuration

Ganeral Setup Wirsless Security

ESSID  MERCURY FE2A

o

Mode Clignt

BSSID  BCF2:2BFD:FE:2A

Network 71 |ifmobilat el
tan: E @
Wan: E

wianh: gg'

L

wwan: #

creghe:

4 Step 5) Click button “Save & Apply” to start AP client.
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Wireless Overviaw
; Generc MACBOZ11 BO211 (ravclio) =2 A . Ak
"&l Ehmnnat ) G473 Gher) | Mrtrater 150 Mbstia [ Wil Ppstan | () AP Chent | 2]
A SSID: Dell AP 00757 | Mods: Miite s
B BemID. 00 000 0005 B | Eneryplion: Hore O Cmabe | ff oM x| Fevow
all S MERELRY P [ Mode Clent = .
BN nepity 022 FDFEZA” Encrypiian: WIRD PEN (CEME) D Suatie . Eem =) Fawmon
Associated Stations
S50 MAD - Addresa 1Pl Adkdreis Segne’ Haouia AX it TH Aate
Gl AP OOGILE  BRARGOAETTSE 7 d2din  DdBm 0 M, MCEO, B 4.5 Wi, MOS B S0z
MERCURY FEZh - BOFRIAFOFESA 15218814 ShcBm DdBm TR0 Mbits, MCS T A0MHr 15000 Mnals, MOS 7, S0MME

3.6.7 Interfaces Overview

The Interfaces overview shows all interfaces status, including uptime, MAC-address, RX, TX and IP
address.

Interfaces

Interface Ovarview

i

iwtus Aok

LAy Liptiima: Oh B0 358
MAG- Addeasn: P38 DERIIE O
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FF-‘N R S5 B HE (B7ED Puta )
T 205 MDA Paa
1Pl TR T LT
P8 RES0EG06S5: THa 16D

NS ddroma: ©0 0000000000
AX; 0,00 B 0 Puds )
T Q00 B s )

Uipdima: 0n Orm By
WAL - A S0 06 GO 21
R 000 B 1 S

T 450,27 KB {1433 Paia |
Liptime: B O 04 .
WA -Addrasas 902300 CHHG- # Cotuct @ %op M =
b R 106 B 40 )

T, &80FF KB V430 Pare. )
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3.6.8 Firewall

3.6.8.1 General Settings

Port Forearnds Tratfic Riles OaiF Sacumty

Firewall - General Settings

Tha firewall creates rones over your network inferfaces to control natbwork traffic fiow

General Settings

Enabile SYM-ficod protection . [«
Drop invalkd packats
It Szl
Curipat CoEpd

Forwand et

3.6.8.2 Port Forwarding

This page includes the ‘port forwards’ list and how to add new port forward rules.

Please note — The router’s default management port for the web interface is http port 80. Therefore,
if you need to port forward 80 to a device on the LAN, you will need to change the http management
port number. (e.g. if set to 81, you will need to enter into the web browser 192.168.8.1:81 to reach

the router). This can be done at: Network > Firewall > Security. (See section 3.6.8.5 below)

TROUBLESHOOTING - The device on the LAN side (DVR/NVR, BMS system, Controller etc.) must
be configured correctly to connect to the router. You will need to configure a static IP address
on your device, this IP address needs to be in the same subnet as the Go2-4G and not
conflicting with the DHCP server. The device will also need its default gateway to be set as
the router’s IP address. (This is the most commonly missed setting).

In most set-ups the external port will be the port contactable on the internet using the router’s public
IP, this will then send the request on to the device on the router’s LAN side with the internal IP
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address on the internal port.

Clarrn. Rawtoogy ol Fliaa = TE

Firewall - Port Forwards

Pl lorireing allowa ks Doftduiers 55 B iinroel b boreisl S B e S kit O SFyoh wie S Erieitel LA

Port Forwards

Hasa L] Fivwiiill 1 Erislds  Bart

Thill pEcTann COVET Ny slpy il

Hrm poet forwars

Frofoo Extrma  Sierral g Fenal Pl T aodiess  Elene pod)

- Name: port forward instance name. (This will auto-fill from the other parameters).

- Protocol: TCP+UDP, UDP or TCP.

- External zone: the recommend option is ‘wan.’ (wan will usually be traffic from the internet).

- External port: Specify the port on the external zone, which will be passed to the internal
zone.

- Internal zone: the recommend zone is /an.

- Internal IP address: redirect matched incoming traffic to the specific host.

- Internal port: redirect matched incoming traffic to the given port on the internal host.

3.6.8.3 Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic
between certain hosts or to open WAN ports on the router. The traffic rules overview page contains
the following functionalities.

Traffic rules list:
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Traffic Ruies
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Open ports on router and create new forward rules:

Open ports on router:

MNarme Protocol Extermal port
Naw input rule TCR+UDP > £ Add

New forward rule:

Mamea Source Fone Destination zone
Wiew forward rulo tan 3 wan : =] Add and edit...

Source NAT list and create source NAT rule:
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Traffic rule configuration page: This page allows you to change advanced properties of the traffic
rule entry, such as matched source and destination hosts.

Firewall - Traffic Rules - forwardtest

This page afiows your 10 Change advanced proparthen of the traffio rul entry, such as mabchad soul

Rule menabied @ Disabla
M forwmerd] gt

Hosiriot jo address tamiy 1Pt and 1P

P

Proiodal roal (e

Mlatoh ICMP bypo TR - *_|_
Soune mno ARy Tono
| vmmtsico: vty
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Sourca MAC address &y '

Souncae addrags Iy
Source port

| ]
Destinaton zone Dovice (nout)

Ay zone  (forsand)

lani | lan; 3+ &

NI R e T Lo |
| ohenvpi: oty

e e T

VERZono: {Hmbhd

« (MBS wan: 3 | wané: 3§ fmobiiec 0 B wwan: 6|

Cestination address any

L

Destination paort

Acton accapt

Exira arguniants

Name: traffic rule entry name

Restrict to address family: IPv4+IPv6, IPv4 and IPv6 can be selected. Specifiy the
matched IP address family

Protocol: specifiy the protocol matched in this rule. “Any” means any protocol is matched.
Source zone: This is the zone that the traffic comes from.

Source MAC address: traffic rule checks if the incoming packet’s source MAC address is
matched.

Source address: traffic rule checks if the incoming packet’s source IP address is matched.
Source port: traffic rule checks if the incoming packet’'s TCP/UDP port is matched.
Destination zone: the zone that the traffic will go to.

Destination address: traffic rule checks if the incoming packet’s destination IP address is
matched.

Destination port: traffic rule checks if the incoming packet’'s TCP/UDP port is matched.
Action: if traffic is matched, system will handle traffic according to the Action (accept, drop,
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reject, don’t track).

- Extra argument: passes additional argument to the ‘iptables’, use with care!

3.6.8.4 DMZ
Ganeral Setlings Port Foreands iraffic Hulas LI Secunty
DMZ Configration

You may satup a Demilitarized Fona{DMZ) to separate internal network and Internal.

Enabka DL

IP addreas

Protocol All protocols -

In computer networking, DMZ is a firewall configuration for securing local area networks (LANS).
- IP Address: Enter the IP address of the computer which you want to set as DMZ host

- Protocol: All protocols, TCP+UDP, TCP or UDP.

Please Note:

the firewall will not influence this host.

When the DMZ host is settled, the computer is completely exposed to the external network;

3.6.8.5 Security

Please Note

YOU MUST CHANGE THE DEFAULT PASSWORD OF THE WEB INTERFACE IMMEDIATELY.

The factory default settings of the router allows connections from WAN on HTTP and HTTPS.
Therefore, if you give the router an internet connection with a publicly routable IP address, and you
have not changed the default password, you are exposing the router to security threats on the

internet.

As default the router does not allow connections from WAN on SSH. Do not change this to allow,

unless you have changed the default password.
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System Security Configuration

HTTPS Access

S5H access from VWAl ke "

Fing from WAN to LAM  Allow r

Enable telnel

HTTPS pont
HTTPS access from WAL | T "
Remote nebwark Ay [P address L
HTTP Access
HTTF port
HTTF accesa from WAN ¥
Femole nalwork Ay IF address L

HFC1918 fifter

SSH access from WAN: allow or deny users access the router from WAN. The default
setting is deny for security resons.

Ping from WAN to LAN: allow or deny ping from remote side to internal LAN subnet.
Enable telnet: enable telnet connect. The default setting is disabled for security reasons.
HTTPS port: set HTTPS port, the default port is 443.

HTTPS access from WAN: allow or deny access router web management page from
remote side.

Remote network: Any IP Address, Single IP address, Subnet.

IP address: fill a remote IP address that can access router web management page.
Netmask: 24 means net mask 255.255.255.0, 32 means 255.255.255.255, possible values
are from 1 to 32.

HTTP port: set HTTP port, the default port is 80. (if using port forwarding with port 80, you
will need to change this to avoid conflicts).
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- HTTP access from WAN: allow or deny access router web management page from the
remote side.

- Remote network: Any IP Address, Single IP address, Subnet.

- IP address: fill a remote IP address that can access router web management page.

- Netmask: 24 means net mask 255.255.255.0, 32 means 255.255.255.255, possible values
are from 1 to 32.

- RFC1918 filter: reject requests from RFC1918 IPs to public server Ips.

3.6.9 Static Routes

Routes

I=tarisy Firgri 5 Fermraah (R T T Mpize Ty Trzim

Seatic [Fh Bouted

LS TTENS Taigua W Satseiy Wi MLy Tusein

B B s B
- Interface: You can choose the corresponding interface type.
- Target: the destination host IP or network.
- IPv4-Netmask: the destination IP mask.
- IPv4-Gateway: IP address of the next hop.
- Metric: used by router to make routing decisions.
- MTU: maximum transmission unit
- Table: the route table ID, the default value is 254, valid table ID 1-254.
Notice:
o Gateway and LAN IP of this router must belong to the same network segment.
o If the destination IP address is the one of a host, and then the Netmask must be
255.255.255.255.
o If the destination IP address is IP network segment, it must match with the Netmask.
For example, if the destination IP is 10.0.0.0, and the Netmask is 255.0.0.0.
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3.6.10 Switch
V0LAMS on "switchd® [ri305x-asw)
WLAN D Port D Pt 1 Port 2 Pt 3 Port 4 Pt & G
¥ w n iapgad n H T
i fat T il [Tt T
o3
Please Note:

1. port 4 is Wired-WAN port, port O, port 1, port 2, port 3 are LAN port.

2. “Untagged” means the Ethernet frame transmits from this port without VLAN tag.

3. “Tagged” means the Ethernet frame transmits from this port is with VLAN tag.

4. “Off” means this port does not belong to VLAN. For default setting, port 0 belongs to

VLAN1, but not belong to VLAN 2.
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3.6.11 DHCP and DNS

DHCP and DNS

Dnsmasy = 8 combined DRCP-Server and DNS-Forwardaer for NAT lirewailis

Server Settings

Eanetil! Sethhas Arsaly and Hasis Fies TFTP Sethngs Advantced .":-i.-l"‘lrl;,:.

Domain required
Aufihontathve @
Local sdrvor

Local gomain

Log croaies
DNS forwardings : i |
Rebind protection
Allow localhost

Domain whilelis 5t Mtes 4

- Domain required: Don’t forward DNS-requests without DNS-Name.

- Authoritative: This is the only DHCP on the local network.

- Local server: Local domain specification. Names matching this domain are never
forwarded and are resolved from DHCP or hosts files only.

- Local domain: Local domain suffix appended to DHCP names and hosts file entries.

- Log queries: Write received DNS requests to syslog.

- DNS forwardings: List of DNS servers to forward requests to.

- Rebind protection: Discard upstream RFC1918 responsesA

- Allow localhost: Allow upstream responses in the 127.0.0.0/8 range, e.g. for RBL services.

- Domain whitelist: List of domains to allow RFC1918 responses for.
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Lxmaral Seftings Hiasasiy prd FHosts Files TETH SHeftings

Suppness logging

Allocaks [P saquentiady

Filter prvaie B

il wsadess

Localims gueres B

Expand hosts - B

Mo nagatve cache

Sanct order

Bagus N Domain Override i

DNS saner port

DS quany port

Max, DHCP agses

Max, EDNS0 packet sire

Max, concumen] GuEnEs

Suppress logging: Suppress logging of the routine operation of these protocols
Allocate IP sequentially: Allocate IP addresses sequentially, starting from the lowest
available address.

Filter private: Do not forward reverse lookups for local networks.

Filter useless: Do not forward requests that cannot be answered by public name servers.
Localise queries: Localise hosthname depending on the requesting subnet if multiple IPs
are available.

Expand hosts: Add local domain suffix to names served from hosts files.

No negative cache: Do not cache negative replies, e.g. for non existing domains.

Strict order: DNS servers will be queried in the order of the resolvfile.

Bogus NX Domain Override: List of hosts that supply bogus NX domain results.

DNS server port: Listening port for inbound DNS queries

DNS query port: Fixed source port for outbound DNS queries

Max DHCP leases: Maximum allowed number of active DHCP leases

Max edns0 packet size: Maximum allowed size of EDNS.0 UDP packets.

Max concurrent queries: Maximum allowed number of concurrent DNS queries.
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3.6.12 Diagnostics

Diagnostics

Metwork Utilities

ST O E

Pvd 3 @ g i Tracerods [l BmiDoRuD

- Ping : This is a fundamental tool that used to test the reachability of a host on an Internet
Protocol (IP) network.

- Traceroute: it is a network diagnostic tool for displaying the route (path) and measuring
transit delays of packets across an Internet Protocol (IP) network.

- Nslookup: it is a network administration command-line tool for querying the Domain Name
System (DNS) to obtain domain name or IP address mapping or for any other specific DNS
record.

o For example if | want to ping www.google.com, type the target domain name or IP
address, then click button “Ping”. Wait couple of seconds, the result will be shown

below.

Diagnostics

Network Utilities

L ¢ ) Png o Tendarmdo Ll Nk

PING o, GOOg e . oo (X 460,590 56 doto fytes

-« pog e E08 plag StatieticE -
§ pockEts tromie]tted, @ podiets recelved, 10N pocket losd




GO2SIM'

3.6.13 Loopback Interface

Loopback Interface Configuration

IF address 1716831
Matmagk 255 755 255255
IF-address 2

Hetmaak 2

T 3 D

The default Loopback interface has IP address 127.0.0.1, you can change it here.
The first IP address can be used in IPSec. The secondary can be used as management.

3.6.14 Dynamic Routing

Dynamic Routing is implemented by quagga-0.99.22.4. Dynamic Routing services can be enabled
at here:

Dynamic Routing
Zebra
Enabiln
Preaswarnd ok
OSPF
Erabio
Pansveced] o e
OSPFB
Erabin
Fasgwond | v o
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RIP
Enable
Pasmygrd = e a
RIPng
Enabila
Passwoed s X
BGP
Enrnabio
Passwird == o

- Zebra: Zebra is an IP routing manager. Telnet port number is 2601.

- OSPF: Open Shortest Path First. Telnet port number is 2604.

- OSPF6: Open Shortest Path First for IPv6. Telnet port number is 2606.

- RIP: Routing Information Protocol. Telnet port number is 2602.

- RIPNng: itis an IPv6 reincarnation of the RIP protocol. Telnet port number is 2603.
- BGP: Border Gateway Protocol. Telnet port number is 2605.

Please Note: These services can be configured using the program PUTTY. For example, the

router’s LAN IP is 192.168.1.1. If we want to configure OSPF, we need to set OSPF to “Enable”
firstly, then open putty in windows:

Loy,
Casden Bﬁmhmhmw
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Input the password of OSPF. Then press key”?” for help.

3.6.15 QoS

QoS(Quality of Service) can prioritize network traffic selected by addresses, ports or services.
Quality of Service

With Qe you can pricdiiize notwork s selected by addresses, poris o Barvices
interfaces
Dededin
WA
Ernnsin ’
CARan Rl GHOD

Dowrioed spead (otis)

Liptoad] spead Miutis)

| Mo

- Enable: enable QoS on this interface.

- Classification group: Specify class group used for this interface.

- Calculate overhead: Decrease upload and download ratio to prevent link saturation.
- Download speed: Download limit in kilobits/second.

- Upload speed: Upload limit in kilobits/second.
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Clessifcation Rules
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Each classify section defines one group of packets and which target (i.e. bucket) this group belongs

to. All the packets share the bucket specified.
- Target: The four defaults are: priority, express, normal, low.

- Source host: Packets matching this source host(s) (single IP or in CIDR notation) belong to

the bucket defined in target.

- Destination host: Packets matching this destination host(s) (single IP or in CIDR notation)

belong to the bucket defined in targetA
- Protocol: Matching packets belong to the bucket defined in target

- Ports: Matching packets belong to the bucket defined in target. If more than 1 port is

required, they must be separated by a comma.
- Number of bytes: Matching packets belong to the bucket defined in target.

3.6.16 Guest LAN (Guest WiFi)

Guest WiFi is a specific WiFi which only can accesses internet bot not local LAN.

Guest LAN(Guest Wi-Fi) Configuration

Enable
LAN P aadress Ll [

LAN magk LT L L ¥

WiF - dinaicd rome adiol
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- Enable: enable Guest Wi-Fi.

- LAN IP address: this LAN IP address must be different with the LAN interface IP address.

- LAN mask: Packets matching this destination host(s) (single IP or in CIDR notation) belong
to the bucket defined in targetA

- Wi-Fi SSID: the ssid of guest Wi-Fi.

- Wi-Fi device name: choose one Wi-Fi device to carry Guest Wi-Fi, the available device
name is radio0 and radio1. Check Wi-Fi overview page for the device name. for example:

Wi-Fi Overview
@ Cualcomm Atheros QCASBED E02.11bgnac {radis0) 4 W Festant | [ AP Clant P
AC Chanmed; 138 (5 7850 Beeses 7 e
SSI0: SPEECRCUTE HE200 S0Hs | Mndie: btpshas - e i —
T HESID: 04 FE21 1A 08 3 [ Encryplios: WAL PSK (CEMP) ] e B
gy Generic MACED211 BOZ.11bgn [radiet) W Festart | 5 AP Clent | & A
N Lhansed; 577 GHz) | Bisats: 7 Mty =
S50k Call AP TOTE77] Made: Cler i
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